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From: 

Sent: 

To: 

Subject: 

Attachments: 


Breach Security 

Friday, April 14, 2017 3:46 PM 

Breach Security 

NYS Security Breach Notification submission/NYAG Confirmation # SB25586 
ATT00001.bin; JHVG - Masterattach.pdf 


OFFICE OF THE ATTORNEY GENERAL I 

STATE OF NEW YORK DEPART 



Bureau of Internet & Technology 
120 Broadway, 3rd Floor 
New York, NY 10271 

Phone: (212)416-8433 | Fax: (212)416-8369 


Submitted on: 04/14/2017 03:46 PM 
Complaint ID: SB25586 


Entity Information 


Name: 

Street Address: 

City /Town: 

State: 

Zip: 

Organization Type: 
Organization Size: 
URL: 


Johnson, Hearn, Vinegar & Gee, PLLC 

434 Fayetteville St. #1800 

Raleigh 

NC 

27601 

Other Commercial 
6 to 25 


Breach Details 

Description of Breach: Other 

Type of attack: 

Other Description: 


Ransomware 







Information acquired in 
combination with name or other 
personal identifier: 

Total persons affected (Including 
NYS residents): 

New York State residents affected: 


Personal information (date of birth, etc.); Financial information 
(account number or credit/debit card number, in combination with the 
security code, password, or PIN for the account); Social security 
number; Driver license number (or non-driver identification card 
number) 

7958 

26 


Do you believe that this security 
breach was part of a larger breach 
that likely affected other 
organizations? 

Comments: 


If the number of NYS residents 
exceeds 5,000, have the consumer 
reporting agencies been notified? 

Breach Occurred From: 

Breach Occurred To: 

Breach Discovered: 


No 

01/16/2017 

01/16/2017 

01/16/2017 


Other Information 


Consumer notification date: 

04/14/2017 

Manner of notification to affected persons: 

Written,Substitute notice 

List dates of any previous (within 12 months) breach 
notifications: 


Identity theft protection service offered: 

Yes 

Provider: 

Experian 

Duration: 

One year 

Brief description of service: 

Credit monitoring and identity theft 
protection 

Submitted By 


Name: 

Paulette Thomas 

Title: 

Counsel 

Firm name: 

Baker Hostetler LLP 

Telephone: 

513-929-3483 

Email: 

pmthomas@bakerlaw.com 


Relationship to entity whose information was compromised: Outside counsel 
Additional comments: 


2 



